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Abstract

We propose and evaluate new quantum secret sharing
schemes (QSSS) for sharing a classical secret between
two groups, group 1 and group 2 . It is observed that
the proposed scheme is secure against well-known at-
tacks on QSSS, particularly attacks with single photons
or EPR pairs.

1. Introduction

Quantum Secret Sharing Schemes (QSSS), which
are enhanced by using quantum mechanics for Se-
cret Sharing Schemes (SSS), were proposed by Hillery,
Buzek, and Berthiaume [1] for the first time in 1999.

In 2005, a notable scheme of QSSS is proposed by
Feng-Li Yan and Ting Gao[2]. In the proposed scheme
classical secret information can be shared between two
parties (one party with m members, called Alice, and
the other with n members, called Bob), and the se-
cret is divided in such a manner that all members of
each party can reconstruct the secret, however, mem-
bers fewer than the total number of members in each
party cannot reconstruct the secret. Moreover the pro-
tocol has an advantage that it can be executed without
quantum entanglement, Dealer (Trust party) or secure
distribution of the shares. This type of protocol was
continuously proposed in 2006, 2007 and 2008(3, 4, 5].
However, the disadvantage of such protocols is that
the probability of success of an attack with a single
photon[6] is 221,

Therefore, in order to counter the abovementioned
problem, in this paper, we propose a new quantum se-
cret sharing scheme for sharing secrets between various
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parties. One of the advantages of our protocol is that
it is secure against attacks with single photons. Ap-
parently our scheme does not depend on quantum en-
tanglement, designation of a Dealer (Trust party) and
secure distribution of the shares. Furthermore, we shall
demonstrate that our scheme is secure against several
well-known attacks on QSSS.

This paper is organized as follows. In Section 2, we
propose the scheme to overcome the problem. In sec-
tion 3, we examine the security of our proposed scheme.
Finally in Section 4 we conclude this paper.

2. Proposed Scheme

In this section, we propose a new quantum secret
sharing scheme.

In our scheme, the following six states:
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Uy,Us and V; operate in the following manner:
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After completing the protocol, the classical secret
information is shared between the parties Alice and
Bob, and the information is divided in such a mannery
that all members of each party can reconstruct the se-
cret, ; however, members fewer the total number of
members in each party cannot reconstruct the key.

Now we are in a position to present our new scheme,
as follows:

(STEP1) Bob; (1 < j < n) creates a random bit
string C; and a random trit string D, of length N,
that is, C; = cjl,c]2,~-~,c7N ((:7 €R {O 1}), D

ddh, - dy (dfc €r {0,1,2}). Bob; then cre_zateb
the qubit string [®9) = @3, |pojk) = @y ‘d):j’;j of

length N corresponding to C; and D;. Finally, Bob;
sends |®9) to Alice;.

(STEP2) Alice; receives the qubit string (7) of
length nN:
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First, Alice; performs an eavesdropping check by us-
ing a part of the received qubit string. Alice; avoids
invisible photons from an (possible) eavesdropper in a
similar manner as that described in [7], and checks for
eavesdropping by using a photon splitter [8] whether
or not two or more photons in one signal appear in
this communication. If an extra photon is discovered
in the communication, then Alice; aborts this execu-
tion. Subsequently, Alice; evaluates the error-rate by
measuring the qubit on a random basis and communi-
cating with Bob; ... ,,. If the error-rate is higher than
some threshold value specified beforehand, then Alice;
quits.

Alicey creates a bit string A; and a trit string B,
of length nN at random, i.e., A1 = aj, ajq, -+, ai ,,
a%,l’ T a”}L,N (a'jl',k €Rr {07 1})v By = b%,l’ b%,% e ’b}zN
(b €r {0,1,2}). Alice; then applies the quantum
operation Ub1 Vlk to the k-th (1 < k < N) qubit
sent by Bob Here, the quantum operation Ub1 is
one of (2) and V, a1, is one of (3) . The qubit state after

applying the quantum operation is denoted by |1 ;).

Alicey sends to Alices the following qubit string:
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(STEP3) Alice; (2 < i < m) performs the same
operations performed by Alice;.  First, she per-
forms an eavesdropping check and evaluates the error-
rate by using a part of the received qubit string.
Subsequently, Alice; creates the bit strings A; and
the trit 5tr1ng B; of length nN at random, that

is, A; = a11va12a"' aln’a217"" nN ( ik ER
{O 1}) i 1 15 1,2a"' 7bn,N ( 7.k €Rr {071 2}) and
to the k-th

applies the quantum operation Uy kVa; .
J.R Js
(1 <k < N) qubit sent by Bob;.

(STEP4) Alice; (2 < i < m) sends the following
qubit string:
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to Alice;q1. Alice,, sends the following qubit strings:
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: (10)
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to Boby, Bobs, - - - , Bob,, respectively.

(STEP5) Bob; (1 < j < n) performs an eavesdrop-
ping check and evaluates the error-rate by using a part
of the received qubit string as well as Alice. Then, he
asks Alice; to announce publicly the string B;. Bob;
computes z;r = djr + > vy bijk (mod 3) and mea-
SUres [Pl i.c., by measuring {|60) (@9, 168) (03[}
if a0 = 05 {169) (601,101 (6L} if 2y = 1; and
{169) (931, 163) (831} if wy — 2.

Let ejr (1<j<n,1<k<N)be0or 1 according
to the two cases of outputs of measurement of Bob;’s
k-th (1 <k < N) qubit: (i) {|¢0),[}),[65)}, and (i)
{l¢6) ,1¢1) . 193)}, respectively.

(STEP6) Both hte parties (Alice and Bob) exam-
ine the number of qubits in the qubit strings that are
(possibly) influenced by an eavesdropper (if it exists)
or noise in this execution. Bob; (1 < j < n) randomly
selects a part of the qubit string k. and discloses it
to the public. The members of both parties discloses
their shares corresponding to the selected qubit string.



If the cases where (e k, +djr.) = (O ie; @ik, ) mod 2
are insufficient, the execution is aborted and restarted
from the beginning.

(STEP7) The share of Alice;(1 < i < m) is ex-
pressed as

n N
sitice — Z Zai’j’k (mod 2). (11)

j=1k=1

Moreover, the share of Bob;(1 < j < n) is expressed as

sf‘)b = Zeﬂ?k +djr (mod 2). (12)
%

Therefore, if there is no eavesdropper and noise, then
S =3 sitice =370 | 5P mod 2 holds.

From this result, we can conclude that the secret is
shared between both parties and it is divided in such a
manner that all members of each party can reconstruct
the secret, but no fewer number of members of each
party can.

3. Security

In this section, we evaluate the security of our pro-
posed scheme. We consider well-known attacks on
QSSS[5]. The PNS attack, IPE scheme, and Tro-
jan horse attack can be detected by using the test of
(STEP2), (STEP3) and (STEP5)[4]. Therefore, in the
subsequent section we consider other types of attacks
such as attacks with single photons or EPR pairs and
fake-signal attacks.

3.1. Attacks with single photons/EPR pairs

In this attack, first, in (STEP3) and (STEP4), at-
tacker Alice,, creates a random bit string A/ and ran-
dom trit string B!, of length nN and sends the of-
fensive photons ®2_, \¢Z{§,’ ) to Bob. Subsequently, in
(STEP5), if it is requested that the trit string B be
disclosed to the public by Bob, Alice,, calculates B,
by using Bi, Ba,- - By,,—1 and BJ, to measure it accu-
rately, and opens B,,.

This attack will succeed if Alice,, selects correct
states, or selects wrong states and Bob obtains a mea-
surement result.

In our scheme, because the trit string D, that is the
secret information of Bob, is necessary for deciding the
basis, it is not possible to create a correct string B,
selected from the information sent by Alice. As a re-
sult, the scheme succeeds in the detection of this attack
at a probability 1/2. Tablel shows the worst detection
probability of the attack with single photons or EPR

pairs for each qubit according to the evaluation method
of [4]. The result in [4] should note that it is not the
worst case, because the attacker is one person. When
the detection probability becomes the worst, attackers
is all members except one person of each group.

Table 1: Detection probability of the attack with single
photons / EPR pair

scheme probability
YGO05[2] 0
YGLO06[3 2/3m
YGLO7[4 1/2m
YGLO8[5 1/2(m+n—1)
our scheme 1/2

Tablel indicates that our scheme is different from
the existing researches with regard to the point that the
detection probability does not depend on the number
of members in of each group.

Hence, the proposed scheme is secure against the
attacks with single photons or EPR pairs.

3.2. Fake-Signal Attack with any Two-Particle
Entangle States

We estimate the maximum probability with which
we can obtain the correct measurement result by a fake-
signal attack with any two-particle entangle states. In
this attack, attacker Alice; generates a general EPR-

pair [¢),
) =10) 4 la) g + 1) 4 1B) (13)

where |a) and |3) are unnormalized states. Sub-
sequently, Alice; sends particle A in |[¢) to Alice;11
and holds particle E. The particle A is collected after
quantum operations are applied by Alice;11 , and the
attacker must distinguish between all the states that
can be taken. The probability of success of the fake-
signal attack for the proposed and previous schemes
are summarized in Table 2.

Table 2: Success probability of the fake-signal attack

scheme probability
YGO052] 1
YGLO6[3] | I— (I ++/2)/8
YGLO7[4] 1—2/7
YGLOS([5] 1—2/7
our scheme 1/2

Therefore, the proposed scheme is secure against a
fake-signal attack with two-particle entangle states.



4. Conclusion

In this paper, we proposed a scheme which shares
the secret between two parties and divides it in such
a manner that all members of each party can recon-
struct the secret, but members fewer than the number
of members in each party cannot reconstruct the secret.
The proposed scheme, does not depend on quantum
entanglement, designation of a Dealer (Trust party)
and secure distribution of the shares. Furthermore,
we showed that our scheme is secure against several
well-known attacks on QSSS, particularly, attacks with
single photons or EPR pairs.
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