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 ��	 ����������� ����	! �� ���	� ����� � ��	
��
�	� � �������� ����	����� ����	� � ��	 ����	
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First
Generation

Second
Generation

Third
Generation

The number of generations

<= |L|
<= CRmax(|L|-1)

The number of direct
children of an object

Legend:
object
(includes subject)
parent-child relationship
(not type relation)
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�������� 8���	����� 4���
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,��	� ���� ����	� ��
 �����	
 ��� � ����	�����
����	
 ���� ������	� ��	 ���������� �� ��	��	
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	�� � � ��
��� ��	��	� ����  ! � �	��
	� 	
��� 	�	������� ���
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A state transition where user u3 eventually
obtains read rights for file f.

Abbreviation
  cr_f_h: create_file_high
  cf_r_h: confer_read_high
  cf_w_h: confer_write_high
  dgrd: downgrade
  sntz: sanitize
  fnsh_sntz: finish_sanitize
  cf_r_sntzd: confer_read_sanitized
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