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func() {
  int a, b;
  ...
  if (a > b)
    a = b;
  ...
  b = a+1;
  ...
}

int a, b;
...
func1() { a = b; }
func2() { b = a+1; }
func() {
  ...
  if (a > b)
    func1();
  ...
  func2();
  ...
}
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int a, b; int (*fp)();
...
func1() { a = b; }
func2() { b = a+1; }
func() { ...
  if (a > b) {
    if (a*(a+1)%2 == 0)
      fp = func1;
    else
      fp = func2;
    ...
    (fp)();
  }
  ...
  if ((b-2)*(b-1)*b%6 != 0) 
    fp = func1;
  else
    fp = func2;
  ... (fp)(); ...
}
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int a, b; int (*fp)(); int (*A[10])(); ...
func0() { return ((a-1)*a); }
func1() { a = b; }
func2() { b = a+1; }
func() { ...
  A[0] = A[1] = func0; A[2] = func1;
  A[3] = func2;
  A[4] = A[6] = func0; /* dummy */
  A[5] = A[9] = func1; /* dummy */
  A[7] = A[8] = func2; /* dummy */
  ...
  fp = A[(func0()%2)*a*b]; ...
  if (a > b) {
    if (a*(a+1)%2 == 0)
      fp = A[((fp)()%2)+2];
    else
      fp = A[((fp)()%2)+4];
    ...
    (fp)(); ...
  }
  ... fp = A[b&1]; ...
  if ((b-2)*(b-1)*b%6 != 0)
    fp = A[((fp)()%2)+5];
  else
    fp = A[((fp)()%2)+3];
  ...
  (fp)(); ...
}
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func1() { ... }
func2() { ... }

func() {
  ...
  func1();
  ...
  func2();
  ...
}

int sw;
func1() { ... }
func2() { ... }
func3() { ...
  switch (sw) {
  case 0: func1(); break;
  case 1: func2(); break;
  ...
  }
  ...
}

func() { ...
  sw = (sw-1)*sw%2; ...
  func3(); ...
  sw = sw*sw*(sw+1)*(sw+1)%4+1; ...
  func3(); ...
}
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;

sw==0

sw==1

func func1

func2

call func3

return func3

entry func1

exit func1

entry func2

exit func2

exit func3

return func2

return func1

call func2

call func1

switch (sw)
. . .

. . .

. . .

func3

call func1 entry func1

call func2 entry func2

exit func1

exit func2

return func1

return func2

. . .

. . .

. . .

func func1

func2

(1)

(2)

(3)

(4)

(5)

(6)

(7)

(8)

(10)

(9)

(11)

(12)

(13)

(14)

(15)

(16)

(18)

(17)

call func3

return func3

entry func3
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entry func1

if (a...)

exit func1

exit func1

x=a+1

x=a

y=a+1

y=a

. . .

func func1

false

func func1

call func1

entry func1return func1

call func1 exit func1

return func1

. . . . . .

x=a

y=a

call func1

return func1

call func1

return func1

. . .

true
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func1() {
  int a;
  ...
  return a;
}

func() {
  int x, y;
  ...
  x = func1();
  ...
  y = func1();
  ...
}

func1() {
  int a;
  ...
  if (a*(a+1)*(a+2)%6)
    return a+1;
  else
    return a;
}

func() {
  int x, y;
  ...
  x = func1(); ...
  y = func1(); ...
}
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call "obfuscate"

do_file_set_block

do_file_block

_create_variable

_create_function

_create_fpointer

do_procedure_definition

_slice_func

_import_fpointer

_complicate_cflow

_create_function

_insert_array_assign

_replace_fcall_by_
        array_with_fpointer
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int a, b, c; int (*fp1)(), (*fp2)(); int (*A[10])(); ...
func0() { ... if (a*(a+1)*(a+2)%6) return (a*(a+2)); else return ((a-1)*a); }
func1() { a = b; }
func2() { b = a+1; }
func3() { ...
  switch (c) {
  case 0: fp1 = func1; break;
  case 1: fp1 = func2; break;
  ...
  }
  ... (fp1)(); ...
}
func() { ...
  A[0] = A[1] = func0; A[2] = A[3] = func3;
  A[4] = A[6] = func0; /* dummy */ A[5] = A[9] = func1; /* dummy */
  A[7] = A[8] = func2; /* dummy */
  ...
  fp2 = A[(func0()%2)*a*b]; ...
  if (a > b) {
    if (a*(a+1)%2 == 0) fp2 = A[((fp2)()%2)+2]; else fp2 = A[((fp2)()%2)+4];
    ... c = (c-1)*c%2; ...
    (fp2)(); ...
  }
  ... fp2 = A[b&1]; ...
  if ((b-2)*(b-1)*b%6 != 0) fp2 = A[((fp2)()%2)+5]; else fp2 = A[((fp2)()%2)+3];
  ... c = c*c*(c+1)*(c+1)%4+1; ...
  (fp2)(); ...
}
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class ObfuscatePass : public Pass {
public:
  ObfuscatePass(SuifEnv *enc, const LString &name)
                                 : Pass(env, name) {}
  virtual ~ObfuscatePass(void) {}
  void do_procedure_definition
                (ProcedureDefinition *proc_def) {
    _slice_func(proc_def);
    _import_fpointer(proc_def);
    _complicate_cflow(proc_def);
  }
protected:
  void _complicate_cflow
                    (ProcedureDefinition *proc_def) {
    ...
    list<Statement*> *slist=
                  collect_objects<Statment>(proc_def)
    ...
    Expression *alws_true_cond = 
                          _build_opaque_expression();
    ...
    else_part->append_statement(dummy_call);
  }
  ...
}
extern "C" void init_obfuscater(SuifEnv *suif_env) {
  ModuleSubSystem *ms = 
                    suif_env->get_module_subsystem();
  ms->register_module(
    new ObfustatePass(suif_env, "obfuscate"))
}
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